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Abstract

The Operationally Critical Threat, Asset, and Vulnerability Evaluation™ (OCTAVE™)" is a
framework for identifying and managing information security risks. It defines a comprehen-
sive evaluation method that allows an organization to identify the information assets that are
important to the mission of the organization, the threats to those assets, and the vulnerabilities
that may expose those assets to the threats. By putting together the information assets,
threats, and vulnerabilities, the organization can begin to understand what information is at
risk. With this understanding, the organization can design and implement a protection strat-
egy to reduce the overall risk exposure of its information assets.

* Operationally Critical Threat, Asset, and Vulnerability Evaluation and OCTAVE are service marks of
Carnegie Mellon University.
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1 Introduction

The Networked Systems Survivability (NSS) Program of the Software Engineering Institute
(SEJ) has begun developing the Operationally Critical Threat, Asset, and Vulnerability
Evaluation™ (OCTAVE™)* framework to describe an information security risk evaluation.
OCTAVE defines a set of self-directed activities for organizations to identify and manage
their information security risks. Evaluations that are consistent with the OCTAVE framework
will be comprehensive and will allow an organization to identify the information assets that
are important to its mission, the threats to those assets, and the vulnerabilities that may ex-
pose those information assets to the threats. By putting together the information assets,
threats, and vulnerabilities, the organization can begin to understand what information is at
risk. Once it has a picture of the risks, the organization can design a protection strategy to
reduce the overall risk exposure of its information assets.

This document describes the essential components of OCTAVE, focusing on what each proc-
ess step accomplishes. Issues such as who will perform the steps or how to perform them will
be addressed in subsequent publications. By issuing this report, we intend to initiate a discus-
sion of what elements make up a comprehensive information security risk assessment that
examines both organizational and technology issues. Over time, as we develop and pilot an
evaluation method consistent with the OCTAVE framework, we anticipate that the details
described in this report will be modified. When appropriate, we will revise this document and
the method to reflect changes based on comments from the community as well as on our field
experience.

The current version of OCTAVE comes primarily from the following three sources:

o Information Security Evaluation (ISE). The ISE is an information security vulnerability
evaluation developed by the Software Engineering Institute’s Networked Systems
Survivability Program. It focuses on identifying vulnerabilities in an organization’s
computing infrastructure. It addresses assets and threats implicitly. OCTAVE developers
are incorporating the lessons learned from the development and delivery of the ISE into
the OCTAVE framework and method.

e Software risk management expertise. OCTAVE is also incorporating many of the
diagnostic techniques and theories developed by the SEI's Risk Program, which focused
on identifying risks to software development projects. Many of the principles for
OCTAVE’s Phase 1 are derived from work that focused on risk management issues facing
managers in a software development organization.

* Operationally Critical Threat, Asset, and Vulnerability Evaluation and OCTAVE are service marks of
Carnegie Mellon University. :
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¢ Surveying the current state of the practice in information security risk management.
Articles about state-of-the-practice information security assessments were examined prior
to the development of OCTAVE. This information was used to determine what is working
in the community and where the community could benefit from a self-directed
comprehensive information security risk assessment.

1.1 The Need for OCTAVE

Information systems are essential to most organizations today. The integrity, availability, and
confidentiality of information are critical to organizations’ missions. However, few organiza-
tions focus on their most important information assets when they make decisions about pro-
tecting their information. For example, a bank might consider its customers’ bank records to
be one of its important information assets. Likewise, a military organization responsible for
deploying troops might consider logistical data to be an important information asset. Most
organizations form their protection strategies by focﬁsing solely on infrastructure weak-
nesses. Those organizations fail to establish the effect of the infrastructure weaknesses on
information assets, such as bank records or logistical data. '

This leads to a gap between the organization’s operational requirements and information
technology (IT) requirements. Often, the computing infrastructure is set up without the IT
staff having a clear understanding of the organization’s mission- or business-related needs. It
is not clear if important information is being adequately protected. Likewise, significant ef-
fort might be directed toward protecting relatively unimportant information. In these situa-
tions, the operational or business units of the organization and the information technology
department are not communicating effectively. N

Often, information protection decisions are made in an ad hoc manner, based on the IT de-
partment’s prior experience with vulnerabilities and the threats that they currently know
about. Thus, risks tend not to be systematically managed or are managed by the wrong peo-
ple.

Most current approaches to information-security risk management tend to be incomplete, ex-
pert-driven, or both. Most approaches fail to include all the components of information secu-
rity risk (assets, threats, and vulnerabilities). In these cases, the organization has insufficient
data to fully match a protection strategy to its security risks.

Many organizations outsource information security risk assessments because they do not
have in-house capability to perform this vital service. They hire experts to perform risk as-
sessments, and the resulting assessment is only as good as the experts who perform it. Often
the consumers of such services have no way to understand if the risk assessment performed
for them is adequate for their enterprise.

OCTAVE enables organizations to avoid those problems. It defines the essential components
of a systematic information-security risk assessment. By following the OCTAVE framework,
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an organization can make information-protection decisions based on risks to the confidential-
ity, integrity, and availability of critical information assets. The operational or business units
and the departments responsible for the information infrastructure work together to address
the information security needs of the enterprise. OCTAVE thus gives the organization a com-
prehensive, systematic, context-driven approach to managing information-security risks.

1.2 Overview of OCTAVE

OCTAVE examines organizational issues and technology issues to assemble a comprehensive
picture of the information security needs of an enterprise. It contains the following phases:

e Phase 1, Build Enterprise-Wide Security Requirements
e Phase 2, Identify Infrastructure Vulnerabilities

e Phase 3, Determine Security Risk Management Strategy

Each phase of OCTAVE is designed to produce meaningful results for the organization.

During Phase 1, information assets and their values, threats to those assets, and security re-
quirements are identified using knowledge of the staff from multiple levels within the organi-
zation, along with standard catalogs of information. For example, known threat profiles and
.good organizational and technical practices are used to probe staff members for their knowl-
edge of the organization’s assets, threats, and current protection strategies. This information
can then be used to establish the security requirements of the enterprise, which is the goal of
the first phase of OCTAVE.

Staff knowledge
from muiltiple
organizational levels

—
—_—

Standard information
catalogs of threats
and practices

Assets, threats, and
security requirements

Identify Enterprise
Knowledge ﬁ

Figure 1: OCTAVE Phase 1, Build Enterprise-Wide Security Requirements
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Phase 2 of OCTAVE builds on the information captured during Phase 1 by mapping the in-
formation assets of the organization to the information infrastructure components (both the
physical environment and networked IT environment) to identify the high-priority infra-
structure components. Once this is done, an infrastructure vulnerability evaluation is per-
formed to identify vulnerabilities. As in Phase 1, standard catalogs of information are used;
for example, standard intrusion scenarios and vulnerability information are used as a basis for
the infrastructure vulnerability evaluation. At the conclusion of Phase 2, the organization has
identified the high-priority information infrastructure components, missing policies and prac-

tices, and vulnerabilities.

Staff knowledge

—_—
—

Organizational artifacts
(infrastructure layout,
policies, practices, efc.)
Assets, threats, and
security requirements
from Phase 1

—

Standard information
catalogs of intrusion
scenarios and vulnerabilities

Idehtify
Infrastucture
Vulnerabilities

—l)

High-priority infrastructure
components, missing
policies and practices,
and vulnerabilities

Figure 2: OCTAVE Phase 2, Identify Infrastructure Vulnerabilities
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Phase 3 of OCTAVE builds on the information captured during Phases 1 and 2. Risks are
identified by analyzing the assets, threats, and vulnerabilities identified in OCTAVE’s earlier
phases in the context of standard intrusion scenarios. The impact and probability of the risks
(also called the risk attributes) are estimated and subsequently used to help prioritize the
risks. The prioritized list of risks is used in conjunction with information from the previous
phases to develop a protection strategy for the enterprise and to establish a comprehensive
plan for managing security risks, which are among the goals of Phase 3.

Staff knowledge

—l
Determine Security
ﬁ Risk Management
Organizational artifacts Strategy
(infrastructure layout, - ﬂ

policies, practices, etc.),

Assets, threats, and Prioritized list of risks,
security requirements protection strategy, and
from Phase 1; High- risk management plan

priority infrastructure
components, missing
policies and practices,
and wuinerabilities
from Phase 2

—_—

Standard information
catalogs of intrusion
scenarios

Figure 3: OCTAVE Phase 3, Determine Security Risk Management Strategy

1.3 Example Scenario

To illustrate how using OCTAVE can help an enterprise understand its information security
risks, consider the following example. An enterprise with sensitive financial information is
interested in understanding and addressing its information security risks. The enterprise’s
management is concerned that outsiders could have access to financial information that could
be used for illegal stock trading. The senior managers decide to perform a security assess-
ment to understand its risk in this area.

An outside consulting firm is hired to evaluate the enterprise’s security. The following obser-
vations are among those identified by the consultants:
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e The enterprise’s firewall is functioning correctly—outsiders would have a hard time
getting in. :

e There are no back doors into the network.

e The number of accounts on most servers is limited.

e Most servers are accessed remotely.

e Authentication is required when users access servers.

e There is one vulnerability: user IDs and passwords travel across the network in clear text.

The consultants failed to develop a picture of the risk facing the enterprise. Consequently,
" senior managers believed that the financial information was secure, based on the results of
the assessment. They felt safe from the threat of outsiders breaking into their network and
stealing sensitive financial information. They were not considering other potential threats.

Consider a second evaluation, which is performed by following the OCTAVE framework.
Personnel from senior management, middle management, and staff levels participated in the
risk evaluation. Phase 1 of OCTAVE was performed to identify assets, threats, and security
requirements.

One of the most critical assets identified was the sensitive financial information. If this in-
formation were made public, the reputation of the enterprise would suffer and could result in
millions of dollars of lost business. In addition, anyone knowing this information could use it
to profit illegally by trading stocks. The relative impact of losing the confidentiality of this
information was high. Thus, one of the security requirements for the financial information
was that it must be confidential.

OCTAVE requires participants to consider a variety of potential threats. (The term “threats”
indicates what or whom the assets are being protected from.) Several threats had motivation
to possess this information, because the information could be used for financial gain. Fur-
thermore, it was determined that the threats could be insiders or outsiders. One possible
means for threats to gain access to the information was via the network, and all employees
had access to the network. Technically savvy employees might be able to exploit any vulner-
abilities that might be present.

In addition, the information supplied by staff-level employees indicated that there was some
dissatisfaction among some of the technical employees in the company. Thus, disgruntled
insiders might have both the motive and the means to steal the information.

Next, Phase 2 of OCTAVE was performed to identify infrastructure vulnerabilities. First, the
important infrastructure components were identified through an examination of the layout of
the physical and IT infrastructures. Because sensitive financial information was an important
information asset, the server that contained the database with that information was identified
as a high-priority component. A vulnerability evaluation for the server was performed.
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The vulnerability evaluation indicated the following:

e The number of accounts on the server holding the sensitive information is limited.
o The server is accessed remotely.
e Authentication is required when a user accesses the server.

e There was one major vulnerability: user IDs and passwords travel across the network in
clear text.

Phase 3 of OCTAVE calls for an analysis of the asset, threat, and vulnerability information
identified during Phases 1 and 2, in the context of intrusion scenarios to identify the organi-
zation’s risks. For example, the following intrusion scenario can be built using the informa-
tion in this example:

A technically savvy, disgruntled insider uses a network sniffer to steal passwords
to the server containing the sensitive database. As soon as a password is known,
the insider can access the sensitive information and use it for personal gain or

make it public. '

The likelihood of such an attack was judged to be moderate to high. The impact
would be high in terms of damage to the company’s reputation. This was judged
to be a big risk to the enterprise.

The senior managers understood the nature of this risk. They understood that it was possible
for a sufficiently motivated insider to steal sensitive financial information and use it for
profit. This was only one of many such risks to be identified using OCTAVE. The enterprise
staff was now ready to start developing a strategy to protect the sensitive financial informa-
tion as well as other important assets.

By performing a comprehensive risk assessment that considers asset, threat, and vulnerability
information and puts it into the context of the enterprise, the risks facing the enterprise can be
identified. In addition, personnel from all levels can understand risks when they are put into
the context of the enterprise, and can make sensible decisions concerning a protection strat-

egy.

1.4 Report Overview

In the rest of this report, OCTAVE will be outlined in detail. We will describe each of the
three phases of OCTAVE and the multiple processes within each phase. For each OCTAVE
process, we include the following:

e process activities—a high-level description of what happens at each step of the process.
Included with the description of each activity is a description of the inputs and outputs of
each process. '
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e process diagram—a data-flow diagram showing the inputs and outputs of the process

Following the phase and process descriptions are higher-level views of OCTAVE. Section 5
concisely summarizes OCTAVE goals and processes. The appendix provides a flowchart of
the OCTAVE method.
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2 Phase 1: Build Enterprise-Wide Security
Requirements | |

Phase 1 of OCTAVE is named “Build Enterprise-Wide Security Requirements” and has four
processes. This phase examines the enterprise by eliciting information from people within the
organization. Staff members from multiple levels of the organization participate, contributing
their unique perspectives and knowledge. Standard catalogs of information about orgéniza-
tional and technical practices and threats are used as a basis for probing the staff members
about their perspectives. The ultimate goal of Phase 1 is to establish the security requirements
of the enterprise. '

Process 1 examines the senior management or enterprise perspective; Process 2 examines the
middle management or operational area perspective; and Process 3 examines the perspective
of the staff level of the enterprise. Each process identifies what the participants perceive to be
the key assets, the threats to those assets, and the current protection strategy employed by the
enterprise. Any concerns or indications of risk are also captured during each of these three
processes. The final process of Phase 1, Process 4, integrates the individual perspectives to
produce an enterprise view of the assets, threats, protection strategies, and risk indicators. In
addition, Process 4 produces the security requirements necessary to provide confidentiality,
integrity, and/or availability of the key information assets.

The following four processes comprise Phase 1 of OCTAVE:

e Process 1, Identify Enterprise Knowledge. This process identifies what senior managers
perceive to be the key assets and their values, the threats to those assets, indicators of
risk, and the current protection strategy employed by the enterprise.

e Process 2, Identify Operational Area Knowledge. This process identifies what operational
area managers perceive to be the key assets and their values, the threats to those assets,
indicators of risk, and the current protection strategy employed by the enterprise.

e Process 3, Identify Staff Knowledge. This process identifies what staff-level personnel
perceive to be the key assets and their values, the threats to those assets, indicators of
risk, and the current protection strategy employed by the enterprise

e Process 4, Establish Security Requirements. This process integrates the individual per-
spectives identified in the first three processes to produce an enterprise view of the assets,
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threats, protection strategies, and risk indicators. In addition, the security requirements of
the enterprise are identified.

We will examine each of these processes in the following sections.
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2.1 Process 1: ldentify Enterprise Knowledge

OCTAVE's first process, Identify Enterprise Knowledge, defines the activity of eliciting
knowledge about important assets, threats, and protection strategies from the people holding
senior management positions.

The goal of this process is to understand the perspective of senior managers within the enter-
prise. Subsequent process steps examine the same issues from the perspective of personnel at
other levels within the organization. The following sections examine the activities and pro-
vide an input/output diagram for Process 1.

2.1.1 Activities

Inputs for this process include both what the participants contribute to the process (their
knowledge and perspectives) and artifacts required by the process (such as standard catalogs
of information). Outputs of this process are tangible artifacts that capture the knowledge and
perspectives of the participants. Each input and output is tagged with an identification num-
ber to allow data to be traced among the processes of OCTAVE.

The activities for Process 2 are the following:

1. Characterize key enterprise assets—elicits and prioritizes the key assets in the organi-
zation from the perspective of senior management. These are the assets that senior man-
agers would most like to protect. This part of the process answers the following question:
e What are you trying to protect?

This activity uses the following inputs:
e  Current knowledge of senior managers (11.1)—the knowledge of senior managers
concerning important assets, threats to the assets, current protection strategies, and

potential risk indicators.

e Asset questionnaire (11.2)—an instrument designed to elicit information about im-
portant assets.

This activity produces the following output:
e Prioritized list of enterprise assets with relative values (O1.1)—a prioritized ordering
of important assets and their relative values from the perspective of senior manage-

ment.

2. Describe threats to assets—elicits a description of the threats to the identified assets in
the organization from the perspective of senior management. Threats indicate what or

CMU/SEI-99-TR-017 . 1




whom the assets are being protected from. This part of the process answers the following
question:

e What are you trying to protect your assets from?
This activity uses the following inputs:

o Current knowledge of senior managers (11.1)—the knowledge of senior managers
concerning important assets, threats to the assets, current protection strategies, and
potential risk indicators.

o Generic threat profile (11.3)—an instrument designed to elicit information about
threats to important assets. The threat profile is created by incorporating a catalog of
threats, which is a standard compilation of known threat data.

This activity produces the following butput:

® Enterprise threat profile (O1.2)—the threats to enterprise assets from the perspective
of senior management.

Describe current and planned strategy to protect assets—elicits senior management’s
knowledge of the policies and practices—both current and planned—to protect the identi-
fied assets. The protection strategy outlines what is being done to protect the enterprise’s
important information assets. This part of the process answers the following question:

e  What are you currently doing to protect your assets?

This activity uses the following inputs:

® Current knowledge of senior managers (11.1)—the knowledge of senior managers
concerning important assets, threats to the assets, current protection strategies, and
potential risk indicators.

®  Organization protection strategy questionnaire (11.4)—an instrument designed to
elicit information about the current protection strategy. This questionnaire is created

by incorporating the following catalogs of information:

— catalog of organization practices—a standard compilation of known good organ-
izational practices

— catalog of technical practices—a standard compilation of known good technical
practices

12
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— catalog of training practices—a standard compilation of known good training
practices

e Organizational data (I1.5)—documented organizational data, such as organization
charts, policies, and procedures.

e Laws and regulations (11.6)—laws and regulations with which the enterprise must
comply.

This activity produces the following output:

o  Current enterprise protection strategy (0O1.3)—the enterprise’s current or planned
protection strategy from the perspective of senior management.

Identify risk indicators—elicits senior management’s knowledge of known gaps in the
current protection strategy. Risk indicators are typically organizational issues. Examples
include not having an adequate security training and awareness program for the staff and
not having documented policies and procedures for protecting information assets. This
part of the process answers the following question:

e What gaps in your current protection strategy are putting your assets at risk?

This activity uses the following inputs:

e  Current knowledge of senior managers (11.1)—the knowledge of senior managers
concerning important assets, threats to the assets, current protection strategies, and
potential risk indicators.

e  Organization protection strategy questionnaire (11.4)—an instrument designed to
elicit information about the current protection strategy. This questionnaire is created

by incorporating the following catalogs of information:

- catalog of organization practices—a standard compilation of known good organ-
izational practices

— catalog of technical practices—a standard compilation of known good technical
practices

- catalog of training practices—a standard compilation of known good training
practices

e Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures.

CMU/SEI-99-TR-017 13




® Laws and regulations (11.6)—laws and regulations with which the enterprise must
comply.

This activity produces the following output:

® Enterprise risk indicators (01.4)—concerns expressed by senior management indi-
cating that there is a potential for assets to be at risk.

Select operational areas to evaluate—elicits the operational areas that should partici-
pate in the evaluation. Managers and key staff to participate in the process are also identi-
fied. Operational areas are at the level below the senior managers in the organization (a
business unit would be a key operational area). Operational areas can include support
functions, such as business development, marketing, and information technology activi-
ties. This part of the process requires using information gathered in the previous four
steps in addition to senior management’s knowledge. It answers the following questions:

® What operational areas or support functions are involved with the key assets that you
identified?

e  Who are the key managers of those operational areas or support functions?

This activity uses the following inputs:

®  Current knowledge of senior managers (11.1)—the knowledge of senior managers
concerning important assets, threats to the assets, current protection strategies, and

potential risk indicators.

® Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures.

This activity produces the following output:
® Operational areas to evaluate (O1.5)—key operational areas (those affectfng the

highest priority enterprise assets) to be examined in the evaluation as well as manag-
ers and key staff of those areas.
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2.1.2 Diagram

The following is the process diagram of Process 1. The diagram highlights the inputs and

outputs to the process.

>

Current knowledge of senior
managers (I1.1)

Process 1:

Identify Enterprise
Knowledge

Asset questionnaire (I1.2)

Generic threat profile (I1.3)
e Catalog of threats

Organization protection strategy
questionnaire (I1.4)

e Catalog of organization practices
o Catalog of technical practices

o Catalog of training practices

Organizational data (I1.5)
e Organization chart

¢ Policies

e Procedures

Laws and regulations (I1.6)

>

Prioritized list of enterprise assets with
relative values (O1.1)

Enterprise threat profile (01.2)

Current enterprise protection strategy
(01.3)

Enterprise risk indicators (01.4)
Operational areas to evaluate (O1.5)

Figure 4: OCTAVE Process 1, Identify Enterprise Knowledge
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2.2 Process 2: Identify Operational Area Knowledge

OCTAVE's second process, Identify Operational Area Knowledge, defines the activity of
eliciting knowledge about important assets, threats, and protection strategies from the people
who manage operational areas. An example of an operational area in some organizations
would be a business unit. .

The goal of this process is to understand the perspective of operational area managers within
the enterprise. Other OCTAVE processes examine the same issues from the perspective of
other levels within the enterprise. The following sections examine the activities and provide
an input/output diagram for Process 2.

2.2.1 Activities

Inputs for this process include both what the participants contribute to the process (their
knowledge and perspectives) and artifacts required by the process (such as standard catalogs
of information). Outputs of this process are tangible artifacts that capture the knowledge and
perspectives of the participants. Each input and output is tagged with an identification num-
ber to allow data to be traced among the processes of OCTAVE.

The activities for Process 2 are the following:

1. Characterize key operational area assets—elicits and prioritizes the key assets in the
organization from the perspective of operational area management. These are the assets
that operational area managers would most like to protect. This part of the process an-
swers the following question:

e What are you trying to protect?

This activity uses the following inputs:

o  Current knowledge of operational area managers (12.1)—the knowledge of opera-
tional area managers concerning important assets, threats to the assets, current pro-

tection strategies, and potential risk indicators.

® Asset questionnaire (11.2)—an instrument designed to elicit information about im-
portant assets.

This activity produces the following output:
e  Prioritized list of operational area assets with values (02.1)—a prioritized ordering

of important assets and their relative values from the perspective of operational area
management.
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2. Characterize assets in relation to enterprise assets—elicits existing relationships be-
tween the operational area assets identified in the previous activity with the enterprise as-
sets identified in Process 1. This part of the process answers the following question:

e What are the relationships between the assets you have identified and the enterprise
assets identified by senior management?

This activity uses the following inputs:

e  Current knowledge of operational area managers (12.1)—the knowledge of opera-
tional area managers concerning important assets, threats to the assets, current pro-
tection strategies, and potential risk indicators.

e Prioritized list of enterprise assets with relative values (O1.1)—a prioritized ordering
of important assets and their relative values from the perspective of senior manage-
ment.

e Prioritized list of operational area assets with values (02.1)—a prioritized ordering
of important assets and their relative values from the perspective of operational area .
management.

This éctivity produces the following output:

e Operational area asset/enterprise asset map (02.2)—documented relationships or
mapping between operational area assets and enterprise assets.

3. Describe threats to assets—elicits a description of the threats to the identified assets in
the organization from the perspective of operational area management. Threats indicate
what or whom the assets are being protected from. This part of the process answers the
following question:

e What are you trying to protect your assets from?

This activity uses the following inputs:

o  Current knowledge of operational area managers (12.1)—the knowledge of opera-
tional area managers concerning important assets, threats to the assets, current pro-
tection strategies, and potential risk indicators.

e Generic threat profile (11.3)—an instrument designed to elicit information about

threats to important assets. The threat profile is created by incorporating a catalog of
threats, which is a standard compilation of known threat data.
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This activity produces the following output:

e Operational area threat profile (O2.3)—the threats to operational area assets from
the perspective of operational area management.

4. Describe current and planned strategy to protect assets—elicits operational area
management’s knowledge of the policies and practices—both current and planned—to
protect the identified assets. The protection strategy outlines what is being done to protect
the operational area’s important information assets. This part of the process answers the
following question:

e What are you currently doing to protect your assets?

This activity uses the following inputs:

e Current knowledge of operational area managers (12.1)—the knowledge of opera-
tional area managers concerning important assets, threats to the assets, current pro-
tection strategies, and potential risk indicators.

e Organization protection strategy questionnaire (11.4)—an instrument designed to
elicit information about the current protection strategy. This questionnaire is created

by incorporating the following catalogs of information:

— catalog of organization practices—a standard compilation of known good organ-
izational practices

— catalog of technical practices—a standard compilation of known good technical
practices

- catalog of training practices—a standard compilation of known good training
practices

e Organizational data (I11.5)—documented organizational data, such as organization
charts, policies, and procedures.

e Laws and regulations (11.6)—laws and regulations with which the enterprise must
comply.

This activity produces the following output:

o  Current operational area protection strategy (02.4)—the operational area’s current
or planned protection strategy from the perspective of operational area management.

18 CMU/SEI-99-TR-017




5. Identify risk indicators—elicits operational area management’s knowledge of known
gaps in the current protection strategy. Risk indicators are typically organizational issues.
Examples include not having an adequate security training and awareness program for
the staff and not having documented policies and procedures for protecting information
assets. This part of the process answers the following question:

e What gaps in your current protection strategy are putting your assets at risk?
This activity uses the following inputs:

e  Current knowledge of operational area managers (12.1)—the knowledge of opera-
tional area managers concerning important assets, threats to the assets, current pro-
tection strategies, and potential risk indicators.

e Organization protection strategy questionnaire (11.4)—an instrament designed to
elicit information about the current protection strategy. This questionnaire is created
by incorporating the following catalogs of information:

— catalog of organization practices—a standard compilation of known good organ-
izational practices

- catalog of technical practices—a standard compilation of known good technical
practices ’

— catalog of training practices—a standard compilation of known good training
practices

e  Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures.

o Lawsand regulations (11.6)—laws and regulations with which the enterprise must
comply.

This activity produces the following output:

e Operational area risk indicators (02.5)—concems expressed by operational area
management indicating that there is a potential for assets to be at risk.

6. Select staff to evaluate——elicits which staff should participate in the evaluation. This
requires using information gathered in the previous four steps in addition to operational
area management’s knowledge. The staff level of an organization defines the level below
the operational area (a project leader would be a key staff member). The staff levels can
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also include support functions, such as business development, marketing, and informa-
tion technology activities. This part of the process answers the following questions:

e  What projects or support functions are involved with the key assets that you identi-
fied?

e Who are the key staff members of those projects or support functions?

This activity uses the following inputs:

o  Current knowledge of operational area managers (12.1)—the léidwledge of opera-
tional area managers concerning important assets, threats to the assets, current pro-
tection strategies, and potential risk indicators.

®  Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures. .

This activity produces the following output:
®  Staff to evaluate (02.6)—key staff (those affecting the highest priority operational

area assets). This can include project and support function team leaders as well as
key project and support function team members.
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2.2.2 Diagram'

The following is the process diagram of Process 2. The diagram highlights the inputs and
outputs to the process.

Process 2:
Identify Operational Area
— Knowledge >
Current knowledge of operational Prioritized list of operational area assets
area managers (12.1) with values (02.1)
Asset questionnaire (I1.2) Operational area asset/enterprise asset
Generic threat profile (11.3) map (02.2)
e Catalog of threats Operational area threat profile (02.3)
Organization protection strategy Current operational area protection
questionnaire (I1.4) strategy (02.4)
o Catalog of organization ' R .
practices Operational area risk indicators (02.5)

o Catalog of technical practices Staff to evaluate (02.6)

e Catalog of training practices

Organizational data (I1.5)
¢ Organization chart

e Policies

e Procedures

Laws and regulations (I1.6)

Prioritized list of enterprise assets
with relative values (O1.1)

Figure 5: OCTAVE Process 2, Identify Operational Area Knowledge
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2.3 Process 3: Identify Staff Knowledge

OCTAVE's third process, Identify Staff Knowledge, defines the activity of eliciting knowl-
edge about important assets, threats, and protection strategies from the people who work di-
rectly (project teams) or indirectly (support functions such as information technology or mar-
keting) toward the mission of an organization.

The goal of this process is to understand the perspective of the staff within the enterprise.
Other OCTAVE processes examine the same issues from the perspectives of other levels
within the enterprise. The following sections examine the activities of Process 3 and provide
an input/output diagram for this process. '

2.3.1 Activities for Process 3: Identify Staff Knowledge

Inputs for this process include both what the participants contribute to the process (their
knowledge and perspectives) and artifacts required by the process (such as standard catalogs
of information). Outputs of this process are tangible artifacts that capture the knowledge and
perspectives of the participants. Each input and output is tagged with an identification num-
ber to allow data to be traced among the processes of OCTAVE.

The activities for Process 3 are the following:

1. Characterize key staff assets—elicits and prioritizes the key assets in the organization
from the staff’s perspective. These are the assets that the staff would most like to protect.
This part of the process answers the following question:

e What are you trying to protect?

This activity uses the following inputs:

®  Current knowledge of staff (13.1)—the knowledge of the staff concerning important
assets, threats to the assets, current protection strategies, and potential risk indicators.

®  Asset questionnaire (11.2)—an instrument designed to elicit information about im-
portant assets.

This activity produces the following output:

®  Prioritized list of staff assets with values (O3.1)—a prioritized ordering of important
assets and their relative values from the staff’s perspective.

2. Characterize assets in relation to operational area and enterprise assets—elicits ex-
isting relationships between the staff assets identified in the previous activity with the
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operational area and enterprise assets identified in previous processes. This part of the
process answers the following question:

e  What are the relationships between the assets you have identified, the operational
area assets identified by operational area management, and the enterprise assets
identified by senior management?

This activity uses the following inputs:

e  Current knowledge of staff (13.1)—the knowledge of the staff concerning important
assets, threats to the assets, current protection strategies, and potential risk indicators.

e Prioritized list of enterprise assets with relative values (O1.1)—a prioritized ordering
of important assets and their relative values from the perspective of senior manage-
ment.

e Prioritized list of operational area assets with values (02.1)—a prioritized ordering
of important assets and their relative values from the perspective of operational area

management.

e Operational area asset/enterprise asset map (02.2)—documented relationships or
mapping between operational area assets and enterprise assets.

This activity produces the following output:

e  Staff asset/operational area asset/enterprise asset map (03.2)—documented relation-
ships or mapping among staff assets, operational area assets, and enterprise assets.

3. Describe threats to assets—elicits a description of the threats to the identified assets in
the organization from the staff’s perspective. Threats indicate what or whom the assets
are being protected from. This part of the process answers the following question:

e What are you trying to protect your assets from?

This activity uses the following inputs:

e  Current knowledge of staff (13.1)—the knowledge of the staff concerning important
assets, threats to the assets, current protection strategies, and potential risk indicators.

e Generic threat profile (11.3)—an instrument designed to elicit information about
threats to important assets. The threat profile is created by incorporating a catalog of
threats, which is a standard compilation of known threat data.
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This activity produces the following output:

o Staff threat profile (03.3)—the threats to staff assets from the staff’s perspective.

4. Describe current and planned strategy to protect assets—elicits the staff’s knowledge
of the policies and practices—both current and planned—to protect the identified assets.
The protection strategy outlines what is being done to protect the staff’s important infor-
mation assets. This part of the process answers the following question:

e What are you currently doing to protect your assets? ‘
This activity uses the following inputs:
®  Current knowledge of staff (I3.1)—the knowledge of the staff concerning important
assets, threats to the assets, current protection strategies, and potential risk indicators.
®  Organization protection strategy questionnaire (11.4)—an instrument designed to
elicit information about the current protection strategy. This questionnaire is created
by incorporating the following catalogs of information:
~ catalog of organization practices—a standard compilation of known good organ-
izational practices
— catalog of technical practices—a standard compilation of known good technical
practices
— catalog of training practices—a standard compilation of known good training
practices
®  Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures.
¢ Laws and regulations (11.6)—laws and regulations with which the enterprise must
comply. ’ '
This activity produces the following output:
®  Current staff protection strategy (03.4)—the current or planned protection strategy
implemented by the staff.

5. Identify risk indicators—elicits the staff’s knowledge of known gaps in the current
protection strategy. Risk indicators are typically organizational issues. Examples include
not having an adequate security training and awareness program for the staff and not
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having documented policies and procedures for protecting information assets. This part
of the process answers the following question:

e What gaps in your current protection strategy are putting your assets at risk?

This activity uses the following inputs:

e  Current knowledge of staff (13.1)—the knowledge of the staff concerning important
assets, threats to the assets, current protection strategies, and potential risk indicators.

e Organization protection strategy questionnaire (11.4)—an instrament designed to
elicit information about the current protection strategy. This questionnaire is created
by incorporating the following catalogs of information:

— catalog of organization practices—a standard compilation of known good organ-
izational practices

— catalog of technical practices—a standard compilation of known good technical
practices

— catalog of training practices—a standard compilation of known good training
practices

e Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures.

e Laws and regulations (11.6)—laws and regulations with which the enterprise must
comply.

This activity produces the following output:

e  Staff risk indicators (03.5)—concerns expressed by the staff indicating that there is a
potential for assets to be at risk.
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2.3.2 Diagram for Process 3: Identify Staff Knowledge

The following is the process diagram of Process 3. The diagram highlights the inputs and
outputs to the process.

Process 3:
Identify Staff Knowledge
. —> ’ : >

Current knowledge of staff (I3.1) Prioritized list of staff assets with
Asset questionnaire (11.2) values (03.1)
Generic threat profile (11.3) Staff asset/operational area
e Catalog of threats asset/enterprise asset map (03.2)
Organization protection strategy Staff threat profile (03.3)
questionnaire (I1.4) - Current staff protection strategy (03.4)

e Catalog of organization
practices

e Catalog of technical practices

¢ Catalog of training practices

Organizational data (I1.5)
¢ Organization chart

e Policies

e Procedures

Staff risk indicators (03.5)

Laws and regulations (11.6)

Prioritized list of enterprise assets
with relative values (01.1)

Prioritized list of operational area
assets with values (02.1)

Operational area asset/enterprise
asset map (02.2)

Figure 6: OCTAVE Process 3, Identify Staff Knowledge
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2.4 Process 4: Establish Security Requirements

OCTAVE’s fourth process, Establish Security Requirements, builds upon the information
gathered in the first three processes. Information from the individual perspectives is collected
and combined where appropriate, and security requirements for the assets are determined.
This provides enough information to form the basis for a protection strategy for the enter-
prise.

The goals of this process are to combine individual perspectives identified in the first three
processes to create a composite picture of assets, threats, and risk indicators; to determine the
enterprise-wide security requirements; and to create the foundation for the enterprise protec-
tion strategy. The following sections examine the activities and provide an input/output dia-
gram for Process 4.

2.4.1 Activities

The inputs for this process are the data generated by the first three processes as well as the
knowledge of the enterprise staff. The outputs are artifacts that capture the transformed in-
formation. Each input and output is tagged with an identification number to allow data to be
traced among the processes of OCTAVE.

The activities for Process 4 are the following:

1. Map assets identified in prior processes—examines the relationships among the assets
identified by personnel from different levels within the enterprise. This activity builds on
the mapping performed in Processes 2 and 3 by incorporating additional perspectives.
The result is a mapping of the relationships taking the different perspectives into account.
Any items that cannot be mapped are also noted. The final part of this activity is the
identification of the assets that are most important to the enterprise. This part of the proc-
ess answers the following questions:

e What is the composite view of the assets?

e What are the relationships among the assets identified at different levels of the enter-
prise?

e  Which assets are most critical to the enterprise?
This activity uses the following inputs:
e  Current knowledge of ehterprise staff (I4.1)—the knowledge of key enterprise staff

members concerning important assets, threats to the assets, current protection strate-
gies, and potential risk indicators.
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* Prioritized list of enterprise assets with relative values (O1.1)—a prioritized ordering
of important assets and their relative values from the perspective of senior manage-
ment.

* Prioritized list of operational area assets with values (02.1)—a prioritized ordering
of important assets and their relative values from the perspective of operational area
management.

e Prioritized list of staff assets with values (03.1)—a prioritized ordering of important
assets and their relative values from the staff’s perspective.

o  Staff asset/operational area asset/enterprise asset map (03.2)—documented relation-
ships or mapping among staff assets, operational area assets, and enterprise assets.

This activity produces the following output:

® Asset map (0O4.1)—a mapping that shows the relationships among the assets identi-
fied by the three levels of the organization. The asset map also identifies those assets
that are most important to the enterprise. '

Combine threats identified in prior processes—combines the threats identified by per-

sonnel from different levels within the enterprise. Threats indicate what or whom the as-

sets are being protected from. This part of the process answers the following question:

® What is the composite view of threats?

This activity uses the following inputs:

®  Current knowledge of enterprise staff (14.1)—the knowledge of key enterprise staff
members concerning important assets, threats to the assets, current protection strate-

gies, and potential risk indicators.

®  Enterprise threat profile (01.2)—the threats to enterprise assets from the perspective
of senior management.

® Operational area threat profile (02.3)—the threats to operational area assets from
the perspective of operational area management.

® Staff threat profile (03.3)—the threats to staff assets from the staff’s perspective.

This activity produces the following output:
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e Threat profile (04.2)—the threats to organization’s assets as identified by multiple
levels of the organization.

3. Collect protection strategies—collates the current protection strategies employed by the
enterprise. The protection strategy outlines what is being done to protect the organiza-
tion’s important information assets. This part of the process answers the following ques-
tion:

e What is the complete set of current protection strategies identified by the different
levels of the enterprise?

This activity uses the following inputs:
e  Current knowledge of enterprise staff (14.1)—the knowledge of key enterprise staff
members concerning important assets, threats to the assets, current protection strate-

gies, and potential risk indicators.

e  Current enterprise protection strategy (O1.3)—the enterprise’s current or planned
protection strategy from the perspective of senior management.

e  Current operational area protection strategy (02.4)—the operational area’s current
or planned protection strategy from the perspective of operational area management.

e  Current staff protection strategy (03.4)—the current or planned protection strategy '
implemented by the staff.

This activity produces the following output:

e  Current protection strategies (04.3)—the current or planned protection strategies
identified by different levels within the enterprise.

4. Collect risk indicators—collates the risk indicators identified by personnel from differ-
ent levels within the enterprise. Risk indicators are typically organizational issues. Ex-
amples include not having an adequate security training and awareness program for the
staff and not having documented policies and procedures for protecting information as-
sets. This part of the process answers the following question:

e What is the complete set of risk indicators identified by the enterprise?

This activity uses the following inputs:
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e  Current knowledge of enterprise staff (14.1)—the knowledge of key enterprise staff
members concerning important assets, threats to the assets, current protection strate-
gies, and potential risk indicators.

e Enterprise risk indicators (O1.4)—concerns expressed by senior management indi-
cating that there is a potential for assets to be at risk.

e Operational area risk indicators (02.5)—concerns expressed by operational area
management indicating that there is a potential for assets to be at risk.

o  Staff risk indicators (03.5)—concerns from the staff’s perspective indicating that
there is a potential for assets to be at risk.

This activity produces the following output:

e Riskindicators (04.4 )———concerné from different levels within the enterprise indicat-
ing that there is a potential for assets to be at risk.

5. KEstablish security requirements—identifies the requirements with respect to confiden-
tiality, integrity, and availability of the identified assets. This part of the process answers
the following questions for each asset:

e  What are the requirements of the asset with respect to confidentiality?

e What are the requirements of the asset with respect to integrity?

e  What are the requirements of the asset with respect to availability?

This activity uses the following input:

e Current knowledge of enterprise staff (I4.1)—the knowledge of key enterprise staff
members concerning important assets, threats to the assets, current protection strate-
gies, and potential risk indicators.

e Asset map (O4.1)—a mapping that shows the relationships among the assets identi-
fied by the three levels of the organization. The asset map also identifies those assets
that are most important to the enterprise. ’

e  Threat profile (04.2)—the threats to organization’s assets as identified by multiple
levels of the organization.

®  Current protection strategies (04.3)—the current or planned protection strategies
identified by different levels within the enterprise.:
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e Risk indicators (04.4)—concems from different levels within the enterprise indicat-
ing that there is a potential for assets to be at risk.

This activity vproduces the following output:

e  Security requirements (04.5)—the requirerhents with respect to the confidentiality,
integrity, and availability of the identified assets.

6. Establish basis for protection strategy—combines the outputs from the previous ac-
tivities in Process 4 to produce a blueprint for the protection strategy. The blueprint out-
lines the following for each asset: threats, risk indicators, current protection strategies,
and security requirements. The details of the protection strategy will be generated in
Phase 3 of OCTAVE. This part of the process answers the following questions for each
asset:

e What are the threats and risk indicators affecting the asset?

e What current protection strategies are in place for the asset?

e What are the security requirements for the asset?

This activity uses the following inputs:

e  Current knowledge of enterprise staff (I4.1)—the knowledge of key enterprise staff
members concerning important assets, threats to the assets, current protection strate-
gies, and potential risk indicators.

e Asset map (O4.1)—a mapping that shows the relationships among the assets identi-
fied by the three levels of the organization. The asset map also identifies those assets

that are most important to the enterprise.

e Threat profile (04.2)—the threats to organization’s assets as identified by multiple
levels of the organization.

e  Current protection strategies (04.3)—the current or planned protection strategies
identified by different levels within the enterprise.

e  Risk indicators (04.4)—concerns from different levels within the enterprise indicat-
ing that there is a potential for assets to be at risk.

e Security requirements (04.5)—the requirements with respect to the confidentiality,
integrity, and availability of the identified assets.
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This activity produces the following output:

e  Protection strategy blueprint (04.6)—a document that outlines the following infor-
mation for each asset:

threats to the asset

risk indicators that might affect the asset

current strategies to protect the asset

security requirements for the asset

32
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2.4.2 Diagram

The following is the process diagram of Process 4. The diagram highlights the inputs and

outputs to the process.

Current knowledge of enterprise
staff (14.1)

Process 4:
Establish Security

—-»| Requirements

Prioritized list of enterprise
assets w/ relative values (O1.1)

Enterprise threat profile (01.2)

Current enterprise protection strategy
(01.3) ‘

Enterprise risk indicators (01.4)

Prioritized list of operational area assets
with values (02.1)

Operational area threat profile (02.3)

Current operational area protection
strategy (02.4)

-Operational area risk indicators (02.5)

Prioritized list of staff assets with values
(03.1)

Staff asset/operational area
asset/enterprise asset map (03.2)

Staff threat profile (03.3)
Current staff protection strategy (03.4)
Staff risk indicators (03.5)

>
Asset map (04.1)

Threat profile (04.2)

Current protection strategies (04.3)
Risk indicators (04.4)

Security requirements (04.5)
Protection strategy blueprint (04.6)

Figure 7: OCTAVE Process 4, Establish Security Requirements
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3 Phase 2: Identify Infrastructure
Vulnerabilities |

Phase 2 of OCTAVE, Identify Infrastructure Vulnerabilities, has two processés. It builds on
the information identified during Phase 1 by identifying the high-priority infrastructure com-
ponents and the vulnerabilities that are exposing the enterprise’s assets.

Phase 2 uses the asset and threat information from Phase 1 to identify the high-priority com-
ponents of the information infrastructure (both the physical infrastructure and the computing
infrastructure). It also evaluates the information infrastructure to identify vulnerabilities.

Standard catalogs of information about intrusion scenarios and vulnerabilities are used as a
basis for evaluating the infrastructure. The ultimate goal of Phase 2 is to identify missing
policies and practices as well as infrastructure vulnerabilities. The following two processes
comprise Phase 2 of OCTAVE:

e Process 5, Map High-Priority Information Assets to Information Infrastructure. This pro-
cess combines Phase 1 asset and threat information with staff knowledge about the in-
formation infrastructure to establish asset locations, access paths, and data flows. This
leads to the identification of the high-priority infrastructure components.

e Process 6, Perform Infrastructure Vulnerability Evaluation. This process combines the
knowledge about assets, threats, risk indicators, and security requirements determined in
Phase 1 with staff knowledge about the information infrastructure and standard catalogs
of intrusion scenarios and vulnerabilities to identify missing policies and practices as well
as infrastructure vulnerabilities.

We will examine each of these processes in the following sections.
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3.1 Process 5: Map High-Priority Information Assets
to Information Infrastructure

OCTAVEs fifth process, Map High-Priority Information Assets to Information Infrastructure,
defines the activity of taking the asset and threat information from Phase 1 and identifying
the high-priority components of the information infrastructure. The information infrastructure
refers to both the computing infrastructure as well as the physical infrastructure.

The goal of this process is to identify the most critical or high-priority components of the in-
frastructure so that they can be examined for vulnerabilities. The following sections describe
the activities and provide an input/output diagram for Process 5.

3.1.1 Activities

The inputs for this process are threat and asset information from Phase 1; the knowledge of
the project, information technology (IT), and facilities staffs; the physical layout of the in-

formation infrastructure; and artifacts required by the process (such as standard catalogs of
information). The outputs are artifacts that capture the transformed information. Each input

and output is tagged with an identification number to allow data to be traced among the proc-
esses of OCTAVE.

The activities for Process S are the following:

1. Identify configuration of the information infrastructure—examines documented arti- -
facts and the knowledge of the staff concerning the information infrastructure. The
documented artifacts used as inputs to this activity might not be current. The purpose of
this activity is to produce updated documentation to reflect the state of the present com-
puting and physical infrastructures. This part of the process answers the following ques-
tions:

e What is the network topology?

e What is the layout of the physical infrastructure?

This activity uses the following inputs:

o  Current kﬁowledge of project, IT, and facilities staffs (15.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and the

physical infrastructure.

e  Current network topology diagrams (I5.2)—existing diagrams and related documen-
tation describing the layout of the enterprise’s computing infrastructure.
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e  Current physical layout (I5.3)—existing diagrams and related documentation de-
scribing the layout of the enterprise’s physical infrastructure.

This activity produces the following output:

e  Physical configuration of the information infrastructure (05.1)—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures.

2. Consolidate identified assets with identified infrastructure—maps the important as-
sets to the computing and physical infrastructures. This part of the process answers the
following question:

e Where are the important assets located in the infrastructure?

This activity uses the following inputs:

e  Current knowledge of project, IT, and facilities staffs (I5.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and the
physical infrastructure.

o Assetmap (04.1)—a mapping that shows the relationships among the assets identi-
fied by the three levels of the organization. The asset map also identifies those assets
that are most important to the enterprise.

e  Physical configuration of the information infrastructure (05.1 )—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures. -

This activity produces the following output:

o Asset locations in information infrastructure (05.2)—a mapping that show where the
most important assets to the enterprise are located in the information infrastructure.

3. Examine all access paths—traces paths to the important assets via the computing and
physical infrastructures. This part of the process answers the following questions:

e  Which assets can you access?
e How can you get to those assets?

This activity uses the following inputs:
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Current knowledge of project, IT, and facilities staffs (I5.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and the
physical infrastructure.

Catalog of intrusion scenarios (15.4)—a standard compilation of known intrusion
scenarios.

Asset map (O4.1)—a mapping that shows the relationships among the assets identi-
fied by the three levels of the organization. The asset map also identifies those assets
that are most important to the enterprise.

Threat profile (04.2)—the threats to organization’s assets as identified by multiple
levels of the organization.

Physical configuration of the information infrastructure (05.1)—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures.

Asset locations in information infrastructure (05.2)—a mapping that show where the
most important assets to the enterprise are located in the information infrastructure.

This activity produces the following output:

Asset access paths (05.3)—access paths to the important assets via the computing
and physical infrastructures.

Examine data flows—traces data flows of the important assets via the computing and
physical infrastructures. This part of the process answers the following question:

Where in the infrastructure can assets move (either physically or via a network)?

This activity uses the following inputs:

Current knowledge of project, IT, and facilities staffs (I5.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and the
physical infrastructure.

Catalog of intrusion scenarios (15.4)—a standard compilation of known intrusion
scenarios.

Asset map (O4.1)—a mapping that shows the relationships among the assets identi-
fied by the three levels of the organization. The asset map also identifies those assets
that are most important to the enterprise.
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o Threat profile (04.2)—the threats to organization’s assets as identified by multiple
levels of the organization.

e  Physical configuration of the information infrastructure ( 05.1)—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures. '

e Asset locations in information infrastructure (05.2)—a mapping that show where the
most important assets to the enterprise are located in the information infrastructure.

e Asset access paths (05.3)—access paths to the important assets via the computing
and physical infrastructures.

This activity produces the following output:

e Asset data flows (05.4 Hata flows of the important assets via thé computing and
physical infrastructures.

5. Identify supporting/related assets—identifies any assets that might support an impor-
tant asset in some way. For example, operating system or database software might be
needed to access important assets, making it a supporting asset. This part of the process
answers the following question:

e Are there any supporting or related assets (such as operating system or database
software) that are critical to using the asset?

This activity uses the following inputs:

e  Current knowledge of project, IT, and facilities staffs (15.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and the
physical infrastructure. '

e Catalog of intrusion scenarios (I5.4)—a standard compilation of known intrusion
scenarios.

e Asset map (04.1)—a mapping that shows the relationships among the assets identi-
fied by the three levels of the organization. The asset map also identifies those assets
that are most important to the enterprise.

o Threat profile (04.2)—the threats to organization’s assets as identified by multiple
levels of the organization.
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®  Physical configuration of the information infrastructure (O5.1)—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures.

®  Asset locations in information infrastructure (05.2)—a mapping that show where the
most important assets to the enterprise are located in the information infrastructure.

® Asset access paths (05.3)—access paths to the important assets via the computing
and physical infrastructures.

® Asset data flows (05.4)—data flows of the important assets via the computing and
physical infrastructures.

This activity produces the following output:

®  Supporting/related assets (05.5)—assets that support or are related to an important -

asset.

6. Determine high-priority components of the infrastructure—identify the high-priority
components of the infrastructure by analyzing the outputs from the previous activities in
Process 5. These are identified by considering asset locations in the information infra-
structure, asset access paths, asset data flows, and supporting/related assets. This part of
the process answers the following question:
¢ Which are the high-priority components of the infrastructure?

This activity uses the following inputs:

®  Current knowledge of project, IT, and facilities staffs (I5.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and the
physical infrastructure.

®  Physical configuration of the information infrastructure (05.1)—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures.

® Asset locations in information infrastructure (05.2)—a mapping that show where the
most important assets to the enterprise are located in the information infrastructure.

® Asset access paths (05.3)—access paths to the important assets via the computing
and physical infrastructures.
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‘ e Asset data flows (05.4)—data flows of the important assets via the computing and
| physical infrastructures.

e Supporting/related assets (05.5)—assets that support or are related to an important
asset.

This activity produces the following output:

e High-priority infrastructure components (05.6)—the components of the infrastruc-
ture that affect the important assets.
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3.1.2 Diagram

The following is the process diagram of Process 5. The diagram highlights the inputs and

outputs to the process.

>
Current knowledge of project, IT,

and facilities staffs (I5.1)

Process 5:

Map High-Priority
Information Assets to
Information Infrastructure

Current network topology
diagrams (I5.2)

Current physical layout (I5.3)

Catalog of intrusion scenarios
I5.4)

Asset map (04.1)
Threat profile (04.2)

>
Physical configuration of the
information infrastructure (05.1)

Asset locations in information
infrastructure (05.2)

Asset access paths (05.3)
Asset data flows (05.4)
Supporting/related assets (05.5)

High-priority infrastructure
components (05.6)

Figure 8: OCTAVE Process 5, Map High-Priority Information Assets to Information

Infrastructure
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3.2 Process 6: Perform Infrastructure Vulnerability
Evaluation
OCTAVE's sixth process, Perform Infrastructure Vulnerability Evaluation, defines the activ-

ity of evaluating the vulnerability of the high-priority information infrastructure components

identified in Process 5. The information infrastructure refers to both the computing infra-
structure as well as the physical infrastructure.

The goal of this process is to identify the vulnerabilities present in the existing infrastructure
and to identify missing policies or practices. The following sections examine the activities
and provide an input/output diagram for Process 6. ’ o

3.2.1 Activities

The inputs for this process are the protection strategy blueprint from Phase 1; the knowledge
of the project, information technology (IT), and facilities staffs; the physical layout of the
information infrastructure; and artifacts required by the process (such as standard catalogs of
information). The outputs are artifacts that capture the transformed information. Each input
and output is tagged with an identification number to allow data to be traced among the proc-
esses of OCTAVE.

The activities for Process 6 are the following:

1. Select intrusion scenarios—identifies potential intrusion scenarios based on the charac-
teristics of the enterprise. Characteristics include important assets, threats to the asset,
risk indicators that might affect the asset, current strategies to protect the asset, security
requirements for the asset, physical configuration of the information infrastructure, and
high-priority infrastructure components. This part of the process answers the following
question:

e What intrusion scenarios could occur, considering the characteristics of the enter-
prise?

This activity uses the following inputs:

e Current knowledge of project, IT, and facilities staffs (16.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and physi-
cal infrastructure.

e Catalog of intrusion scenarios (I5.4)—a standard compilation of known intrusion
scenarios.
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e Protection strategy blueprint (04.6)—a document that outlines the following infor-
mation for each asset:

— threats to the asset
— risk indicators that might affect the asset
- current strategies to protect the asset
— security requirements for the asset
o  Physical configuration of the information infrastructure (0S5. 1 )—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical

infrastructures.

® High-priority infrastructure components (05.6)—the components of the infrastruc-
ture that affect the important assets. '

This activity produces the following output:

e Filtered intrusion scenarios (06.1)—the potential intrusion scenarios based on the
characteristics of the enterprise.

Set scope of the infrastructure examination—defines the extent of the infrastructure

evaluation by considering existing policies and practices, missing policies and practices,

and vulnerabilities for which the enterprise should be examined. This part of the process

answers the following questions:

e What is the scope of the infrastructure evaluation?

e  Which policies and practices exist in the enterprise?

e  Which policies and practices are missing?

e For which vulnerabilities should the enterprise be examined?

This activity uses the following inputs:

o  Current knowledge of project, IT, and facilities staffs (16.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and physi-

cal infrastructure.

e Catalog of vulnerabilities (I6.2)—a standard compilation of known vulnerabilities.
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e Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures.

e Laws and regulations (I1.6)—laws and regulations with which the enterprise must
comply.

e  Physical configuration of the information infrastructure (035.1)—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures.

e High-priority infrastructure components (05.6)—the components of the infrastruc-
ture that affect the important assets.

e Filtered intrusion scenarios (06.1)—the potential intrusion scenarios based on the
characteristics of the enterprise.

This activity produces the foliowing outputs:

e Existing policies and practices (06.2)—policies and practices that are identified by
the organization and are also evident in the organization.

e Missing policies and practices (06.3)—policies and practices that are identified by
the organization as required but are not in place.

o Infrastructure components to examine (06.4)—the infrastructure components se-
lected to be reviewed as part of the infrastructure examination.

e Potential vulnerabilities (06.5)—the vulnerabilities that will be tested for based on
the infrastructure components to be examined.

3. Examine infrastructure—performs the infrastructure evaluation to identify which vul-
nerabilities are present. This part of the process answers the following question:

e  Which vulnerabilities are present?

This activity uses the following inputs:

e  Current knowledge of project, IT, and facilities staffs (16.1)—the knowledge of the
staff concerning important assets, threats to the assets, network topology, and physi-

cal infrastructure.

o Catalog of vulnerabilities (I6.2)—a standard compilation of known vulnerabilities.
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Technology information (16.3)—any documentation, software tools, or artifacts used
by the enterprise to design and manage their information infrastructure. Examples in-
clude architecture documents, router tables, logs, and audit data.

Software tools (16.4)—tools to assist with or automate the infrastructure evaluation
process.

Physical configuration of the information infrastructure (05.1)—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures.

High-priority infrastructure components (05.6)—the components of the infrastruc-
ture that affect the important assets.

Infrastructure components to examine (06.4)—the infrastructure components se-
lected to be reviewed as part of the infrastructure examination.

Potential vulnerabilities (06.5)—the vulnerabilities that will be tested for based on
the infrastructure components to be examined.

This activity produces the following output:

e  Vulnerabilities (06.6)—the vulnerabilities that are found to be present in the enter-

prise, based on the infrastructure examination.
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3.2.2 Diagram

The following is the process diagram of Process 6. The diagram highlights the inputs and

outputs to the process.

>
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Process 6:

Perform
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Vulnerability Evaluation

Catalog of vulnerabilities (16.2)
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¢ Router configuration tables
¢ Logs and audit data

Software tools (16.4)

Organizational data (I1.5)
* Organization chart

e Policies

o Procedures

Laws and regulations (I1.6)
Catalog of intrusion scenarios (I5.4)
Protection strategy blueprint (04.6)

Physical configuration of the
information infrastructure (05.1)
High-priority infrastructure
components (05.6)

>
Filtered intrusion scenarios (06.1)
Existing policies and practices (06.2)
Missing policies and practices (06.3)

Infrastructure components to examine
(06.4)

Potential vulnerabilities (06.5)
Vulnerabilities (06.6)

Figure 9: OCTAVE Process 6, Perform Infrastructure Vulnerability Evaluation
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4 Phase 3: Determine Security Risk
Management Strategy

Phase 3 of OCTAVE, Determine Security Risk Management Strategy, has two processes. It
analyzes asset, threat, and vulnerability information in the context of intrusion scenarios to
identify and prioritize the risks to the enterprise. In addition, a protection strategy is devel-
oped and implemented in the enterprise.

The ultimate goal of Phase 3 is to identify risks to the enterprise and develop a protection
strategy to mitigate the highest priority risks. The following two processes comprise Phase 3
of OCTAVE:

e Process 7, Conduct Multi-Dimensional Risk Analysis. This process analyzes the asset,
threat, and vulnerability information identified in Phases 1 and 2 using intrusion scenar-
jos to produce a set of risks to the enterprise. The risk attributes of impact and probability
are estimated and then used to prioritize the risks.

e Process 8, Develop Protection Strategy. This process develops the protection strategy by
identifying candidate mitigation strategies and then selecting the appropriate ones based
on factors such as cost and available resources. This process also develops a comprehen-
sive security risk management plan for implementing the protection strategy and manag-
ing risks on a continual basis.

We will examine each of these processes in the following sections.
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4.1 Process 7: Conduct Multi-Dimensional Risk
Analysis

OCTAVE’s seventh process, Conduct Multi-Dimensional Risk Analysis, is the activity of
identifying and prioritizing risks to the enterprise. Risks are defined based on the knowledge
of the staff as well as an understanding of validated intrusion scenarios, exposed assets, im-
pacts of exposed assets, threats to the exposed assets, and threat probabilities.

The goal of this process is to generate a prioritized list of risks based on impact and probabil-
ity. The following sections examine the activities and provide an input/output diagram for
Process 7.

4.1.1 Activities

The inputs for this process include the knowledge of the enterprise staff, asset and threat in-
formation from Phase 1, and vulnerability and intrusion scenario information from Phase 2.
The outputs are artifacts that capture the transformed information. Each input and output is

tagged with an identification number to allow data to be traced among the processes of

OCTAVE.

The activities for Process 7 are the following:

1. Determine points of vulnerability in potential intrusion scenarios—examines poten-
tial intrusion scenarios for points of vulnerability, based on the identified vulnerabilities.
Identifies which intrusion scenarios are possible based on the vulnerabilities. This part of
the process answers the following questions for each potential intrusion scenario:
®  Which of the identified vulnerabilities can be exploited in this scenario?

e Are any of the enterprise assets exposed by this scenario?

This activity uses the following inputs:

®  Current knowledge of enterprise staff (I7.1)—the knowledge of the staff concerning
important assets, threats to the assets, vulnerabilities, and intrusion scenarios.

® Risk indicators (O4.4)—concerns from different levels within the enterprise indicat-
ing that there is a potential for assets to be at risk.

o Filtered intrusion scenarios (06.1)—the potential intrusion scenarios based on the
characteristics of the enterprise.
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e Missing policies and practices (06.3)—policies and practices that are identified by
the organization as required but are not in place.

o Vulnerabilities (06.6)—the vulnerabilities that are found to be present in the enter-
prise, based on the infrastructure examination.

This activity produces the following output:

o Validated intrusion scenarios (O7.1)—the intrusion scenarios containing points of
vulnerability and exposing important assets.

2. Examine assets exposed by the validated intrusion scenarios—identifies assets ex-
posed by the validated intrusion scenarios and determines the impact of exposed assets to

the enterprise. This part of the process answers the following questions for each validated
intrusion scenario:

e Which assets does this scenario expose?
e  What is the impact the asset is compromised?
This activity uses the following inputs:

o Current knowledge of enterprise staff (I7.1)—the knowledge of the staff concerning
important assets, threats to the assets, vulnerabilities, and intrusion scenarios.

o Asset map (04.1)—a mapping that shows the relationships among the assets identi-
fied by the three levels of the organization. The asset map also identifies those assets
that are most important to the enterprise.

e High-priority infrastructure components (05.6)—the components of the infrastruc-
ture that affect the important assets.

o Validated intrusion scenarios (07.1)—the intrusion scenarios containing points of
vulnerability and exposing important assets.

This activity produces the following outputs:

e Exposed assets (07.2)—assets that are exposed to points of vulnerability from the
validated intrusion scenarios.

o Impact of exposed assets (07.3)—the impact to the enterprise if assets are compro-
mised. This is derived from the value of the assets identified in Phase 1 and included
in the asset map.
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3. Examine threats to the exposed assets—assigns probabilities for each threat based on
the exposed assets and the possible intrusion scenarios. The highest threat probability for
each exposed asset will be considered in later activities. This part of the process answers

- the following questions for each possible intrusion scenario:

e What is the likelihood that a threat will access the exposed assets?

e Which threat has the greatest likelihood of accessing the exposed assets?

This activity uses the following inputs:

o  Current knowledge of enterprise staff (I7.1)—the knowledge of the staff concerning
important assets, threats to the assets, vulnerabilities, and intrusion scenarios.

®  Protection strategy blueprint (04.6)—a document that outlines the following infor-
mation for each asset: '
— threats to the asset
— risk indicators that might affect the asset
— current strategies to protect the asset
—  security requirements for the asset

o Validated intrusion scenarios (O7.1)—the intrusion scenarios containing points of
vulnerability and exposing important assets.

® Exposed assets (07.2)—assets that are exposed to points of vulnerability from the
validated intrusion scenarios.

This activity produces the following output:

®  Threat probability (O7.4)—the likelihood that a threat will compromise an exposed
asset.

4. Construct a statement of risk—defines statements of risk based on the knowledge of
the staff along with an understanding of validated intrusion scenarios, exposed assets,
impacts of exposed assets, threats to the exposed assets, and threat probabilities. This part
of the process answers the following questions for each possible intrusion scenario:

e  What are the risks?
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e How can the risks be communicated to others?
This activity uses the following inputs:

e  Current knowledge of enterprise staff (17.1)—the knowledge of the staff concerning
important assets, threats to the assets, vulnerabilities, and intrusion scenarios.

e Protection strategy blueprint (04.6)—a document that outlines the following infor-
mation for each asset:

threats to the asset

risk indicators that might affect the asset
— current strategies to protect the asset

security requirements for the asset

e Validated intrusion scenarios (O7.1)—the intrusion scenarios containing points of
vulnerability and exposing important assets.

e  Exposed assets (07.2)—assets that are exposed by points of vulnerability on the in-
trusion scenarios.

o Impact of exposed assets (07.3)—the impact to the enterprise if assets are compro-
mised. This is derived from the value of the assets identified in Phase 1 and included

in the asset map.

e  Threat probability (07.4)—the likelihood that a threat will compromise an exposed
asset.

This activity produces the following output:
e Risks (07.5)—statements of risks based on threats to exposed assets. An impact
value and a threat probability (that is, the risk attributes) are associated with each risk

statement.

Determine priority risks to the enterprise—prioritizes the risks based on their impacts
and probabilities. This part of the process answers the following question:

e What are the greatest risks to the enterprise based on impact and probability?

This activity uses the following inputs:
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®  Current knowledge of enterprise staff (17.1)—the knowledge of the staff concerning
important assets, threats to the assets, vulnerabilities, and intrusion scenarios.

e Impact of exposed assets (O7.3)—the impact to the enterprise if assets are compro-
mised. This is derived from the value of the assets identified in Phase 1 and included
in the asset map.

o Threat probability (07.4)—the likelihood that a threat will compromise an exposed
asset.

e  Risks (07.5)—statements of risks based on threats to exposed assets. An impact
value and a threat probability (that is, the risk attributes) are associated with each risk
statement.

This activity produces the following output:

e Prioritized list of risks (O7.6)—a priority ordering of the risks based on their impacts
and probabilities.
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4.1.2 Diagram

The following is the process diagram of Process 7. The diagram highlights the inputs and

outputs to the process.
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Figure 10: OCTAVE Process 7, Conduct Multi-Dimensional Risk Analysis
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4.2 Process 8: Develop Protection Strategy

OCTAVE’s eighth process, Develop Protection Strategy, defines the activities of developing
and implementing a strategy to protect the enterprise by reducing its information security
risk. |

The goal of this process is to produce a protection strategy for reducing risk and a risk man-
agement plan for managing risk on a continual basis.

4.2.1 Activities

The inputs for this process include the knowledge of enterprise management, project, and
technical staffs; information about existing and missing policies and practices; vulnerabili-
ties; laws and regulations; risks; and available funding and staff. The outputs are artifacts that
capture the transformed information. Each input and output is tagged with an identification
number to allow data to be traced among the processes of OCTAVE.

The activities for Process 8 are the following:

1. Identify candidate mitigation approaches—develops candidate approaches for miti-
gating the highest-priority risks by considering existing and missing policies and prac-
tices, threats, assets, vulnerabilities and available technology. This part of the process an-
swers the following question:

e What are potential approaches for mitigating the highest-priority risks?

This activity uses the following inputs:

®  Current knowledge of enterprise management, project, and technical staffs (I8.1)—
the knowledge of the management, project, and technical staffs concerning risks, miti-

gation approaches, and protection strategies.

® Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures.

e Laws and regulations (11.6)—laws and regulations with which the enterprise must
comply. ‘

*  Protection strategy blueprint (04.6)—a document that outlines the following infor-
mation for each asset:

— threats to the asset

— risk indicators that might affect the asset
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— current strategies to protect the asset
— security requirements for the asset

e Physical configuration of the information infrastructure (05.1)—diagrams and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures.

e High-priority infrastructure components (05.6)—the components of the infrastruc-
ture that affect the important assets.

e Existing policies and practices (06.2)—policies and practices that are identified by
the organization and are also evident in the organization.

e  Missing policies and practices (06.3)—policies and practices that are identified by
the organization as required but are not in place.

e Vulnerabilities (06.6)—the vulnerabilities that are found to be present in the enter-
prise, based on the infrastructure examination.

e Exposed assets (07.2)—assets that are exposed by points of vulnerability on the in-
trusion scenarios.

e Impact of exposed assets (07.3)—the impact to the enterprise if assets are compro-
mised. This is derived from the value of the assets identified in Phase 1 and included
in the asset map. '

o Threat probability (07.4)—the likelihood that a threat will compromise an exposed
asset.

e Risks (07.5)—statements of risks based on threats to exposed assets. An impact
value and a threat probability (that is, the risk attributes) are associated with each risk
statement.

e Prioritized list of risks (07.6)—a priority ordering of the risks based on their impacts
and probabilities.

This activity produces the following output:

e Candidate mitigation approaches (08.1)—candidate appfoaches for mitigating the
highest-priority risks.

CMU/SEI-99-TR-017 57




Develop protection strategy—selects mitigation approaches to improve the security of
the enterprise by considering the following: candidate mitigation approaches, impact on
assets, the number of assets at risk, the cost of solutions, and resources available. This
part of the process answers the following questions:

®  Which mitigation approaches will be included in your protection strategy?

e How much money and staff do you have available?

e How many assets are at risk?

e  What impact will youf protection strategy have on your exposed assets?

This activity uses the following inputs:

o Current knowledge of enterprise management, project, and technical staffs (18.1)—
the knowledge of the management, project, and technical staffs concerning risks, miti-
gation approaches, and protection strategies.

® Available funding (18.2)—resources available to implement the protection strategy.

e Available staff (18.3)—staff available to implement the protection strategy.

®  Organizational data (11.5)—documented organizational data, such as organization
charts, policies, and procedures.

® Laws and regulations (11.6)—laws and regulations with which the enterprise must
comply.

®  Protection strategy blueprint (04.6)—a document that outlines the following infor-
mation for each asset:

threats to the asset

risk indicators that might affect the asset

current strategies to protect the asset

1

security requirements for the asset

e Physical configuration of the information infrastructure (05.1 )—diagrams‘and re-
lated documentation describing the layout of the enterprise’s computing and physical
infrastructures.
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e High-priority infrastructure components (05.6)—the components of the infrastruc-
ture that affect the important assets.

e  Existing policies and practices (06.2)—policies and practices that are identified by
the organization and are also evident in the organization.

e Missing policies and practices (06.3)—policies and practices that are identified by
the organization as required but are not in place.

o Vulnerabilities (06.6)—the vulnerabilities that are found to be present in the enter-
prise, based on the infrastructure examination.

e Exposed assets (07.2)—assets that are exposed by points of vulnerability on the in-
trusion scenarios.

e Impact of exposed assets (07.3)—the impact to the enterprise if assets are compro-
mised. This is derived from the value of the assets identified in Phase 1 and included
in the asset map.

e Threat probability (07.4)—the likelihood that a threat will compromise an exposed
asset.

e Risks (07.5)—statements of risks based on threats to exposed assets. An impact
value and a threat probability (that is, the risk attributes) are associated with each risk
statement. :

e  Prioritized list of risks (07.6)—a priority ordering of the risks based on their impacts
and probabilities.

e Candidate mitigation approaches (08.1)—candidate approaches for mitigating the
highest-priority risks.

This activity produces the following output:

e Protection strategy (08.2)—selected mitigation approaches that improve the security
of the enterprise by reducing risk.

3. Develop a comprehensive plan to manage security risks—develops a comprehensive
security risk management plan by considering how to implement the protection strategy
and manage risks on a continual basis. This part of the process answers the following
questions:

e What is your plan for implementing your protection strategy?
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e How do you plan to manage your security risks on a continual basis?

e What indicators do you plan to monitor for indications of new risk?

e When do plan to perform your next OCTAVE evaluation?

This activity uses the following inputs:

e  Current knowledge of enterprise management, project, and technical staffs (18.1)—
the knowledge of the management, project, and technical staffs concerning risks, miti-
gation approaches, and protection strategies.

® Available funding (18.2)—Resources available to implement the protection strategy.

® Available staff (18.3)—Staff available to implement the protection strategy.

o  Prioritized list of risks (O7.6)—a priority ordering of the risks based on their impacts
and probabilities.

e  Protection strategy (08.2)—selected mitigation approaches that improve the security
of the enterprise by reducing risk.

This activity produces the following output:

e  Security risk management plan (08.3)—a comprehensive plan that outlines how to
implement the protection strategy and manage risks on a continual basis.

4. Implement selected protection strategy—implements and monitors the protection strat-
egy for effectiveness. This part of the process answers the following question:

e How will you measure the effectiveness of your protection strategy?

This activity uses the following inputs:

e  Current knowledge of enterprise management, project, and technical staffs (18.1)—
the knowledge of the management, project, and technical staffs concerning risks, miti-
gation approaches, and protection strategies.

®  Available funding (18.2)—resources available to implement the protection strategy.

® Available staff (18.3)—staff available to implement the protection strategy.
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e Prioritized list of risks (07.6)—a priority ordering of the risks based on their impacts
and probabilities.

e  Protection strategy (08.2)—selected mitigation approaches that improve the security
of the enterprise by reducing risk.

e  Security risk management plan (08.3)—a comprehensive plan that outlines how to
' implement the protection strategy and manage risks on a continual basis.

This activity produces the following output:

e  Risk management measurement information (08.4)—measurement information about
the effectiveness of the protection strategy.
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4.2.2 Diagram

The following is the process diagram of Process 8. The diagram highlights the inputs and

outputs to the process.

>

Current knowledge of
enterprise management, project,

and technical staffs (I8.1)

Process 8:

Develop Protection
Strategy

Auvailable funding (I8.2)
Available staff (18.3)

Organizational data (11.5)
® Organization chart

e Policies

® Procedures

Laws and regulations (I1.6)

Protection strategy blueprint
(04.6)

Physical configuration of the
information infrastructure (05.1)

High-priority infrastructure
components (05.6)

Existing policies and practices
(06.2)

Missing policies and practices
(06.3)

Vulnerabilities (06.6)

Exposed assets (07.2)

Impact of exposed assets (07.3)
Threat probability (07.4)

Risks (07.5)

Prioritized list of risks (07.6)

>

Candidate mitigation approaches
(08.1)

Protection strategy (08.2)

Security risk management plan
(08.3)

Risk management measurement
information (08.4)

Figure 11: OCTAVE Process 8, Develop Protection Strategy
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5 Summary

OCTAVE is a framework for identifying and managing information security risks. It is de-
signed to be a self-directed activity for organizations.

The framework requires the use of standard catalogs of information, which are known to the
security community, to form a basis upon which to evaluate an organization. This leads to the
identification of information assets and their values, threats to those assets, and infrastructure
vulnerabilities exposing the assets to the threats. By analyzing the asset, threat, and vulner-
ability information in the context of intrusion scenarios, an organization can begin to under-
stand what information is at risk. With this understanding, it can create and implement a pro-
tection strategy designed to reduce the overall risk exposure of its information assets.

OCTAVE consists of three phases and eight processes. Phase 1 has four processes, Phase 2
has two processes, and Phase 3 has two processes.

Phase 1 of OCTAVE, “Build Enterprise-Wide Security Requirements,” examines the enter-
prise by eliciting information from people working in multiple levels of the enterprise. Inte-
grating unique perspectives and knowledge from multiple organizational levels helps to build
an enterprise-wide view of assets, threats, protection strategies, and risk indicators. Phase 1
also derives the security requirements of the enterprise, based on the need for confidentiality,
integrity, and/or availability of the key information assets.

Phase 2 of OCTAVE, “Identify Infrastructure Vulnerabilities,” builds on the information
identified during Phase 1. It uses the asset and threat information from Phase 1 to identify the
high-priority components of the information infrastructure. Phase 2 also evaluates the infor-
mation infrastructure to identify infrastructure vulnerabilities that are exposing the enter-
prise’s assets as well as missing policies and practices.

Phase 3, “Determine Security Risk Management Strategy,” analyzes asset, threat, and vulner-
ability information in the context of intrusion scenarios to identify and prioritize the informa-
tion security risks to the organization. In addition, it develops and implements a protection
strategy in the organization to reduce the risk to the enterprise. Finally, Phase 3 creates a
comprehensive risk management plan for implementing the protection strategy and managing
risks on a continual basis.
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5.1 OCTAVE Goals and Processes

The following list summarizes the goals and processes»of the three OCTAVE phases.
Phase 1: Build Enterprise-Wide Security Requirements

Goal: Establish the security requirements of the enterprise.

Processes:

* Process 1, Identify Enterprise Knowledge. This process identifies what senior manag-
ers perceive to be the key assets and their values, the threats to those assets, indicators of
risk, and the current protection strategy employed by the enterprise.

* Process 2, Identify Operational Area Knowledge. This process identifies what opera-
tional area managers perceive to be the key assets and their values, the threats to those
assets, indicators of risk, and the current protection strategy employed by the enterprise.

* Process 3, Identify Staff Knowledge. This process identifies what staff-level personnel
perceive to be the key assets and their values, the threats to those assets, indicators of
risk, and the current protection strategy employed by the enterprise

* Process 4, Establish Security Requirements. This process integrates the individual per-
spectives identified in the first three processes to produce an enterprise view of the assets,
threats, protection strategies, and risk indicators. In addition, the security requirements of
the enterprise are identified.

Phase 2: Identify Infrastructure Vulnerabilities
Goal: Identify infrastructure vulnerabilities and missing policies and practices.
Processes:

¢ Process 5, Map High-Priority Information Assets to Information Infrastructure.
This process combines Phase 1 asset and threat information with staff knowledge about
the information infrastructure to establish asset locations, access paths, and data flows.
This leads to the identification of the high-priority infrastructure components.

e Process 6, Perform Infrastructure Vulnerability Evaluation. This process combines
knowledge about assets, threats, risk indicators, and security requirements identified in
Phase 1 with staff knowledge about the information infrastructure and standard catalogs
of intrusion scenarios and vulnerabilities. This leads to the identification of missing poli-
cies and practices as well as infrastructure vulnerabilities.
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Phase 3: Determine Sécurity Risk Management Strategy

Goal: Identify risks and develop a protection strategy to reduce the highest priority risks to
the enterprise.

Processes:

e Process 7, Conduct Multi-Dimensional Risk Analysis. This process analyzes the asset,
threat, and vulnerability information identified in Phases 1 and 2 using intrusion scenar-
jos to produce a set of risks to the enterprise. The risk attributes of impact and probability
are estimated and then used to prioritize the risks. ‘

e Process 8, Develop Protection Strategy. This process develops the protection strategy
by identifying candidate mitigation strategies and then selecting the appropriate ones
based on factors such as cost and available resources. This process also develops a com-
prehensive security risk management plan for implementing the protection strategy and
managing risks on a continual basis. '

5.2 Future Plans

One of the purposes of issuing this report on the OCTAVE framework is to initiate a discus-
sion among the members of the community concerning what comprises a comprehensive in-
formation security risk assessment. In addition, the Software Engineering Institute plans to
develop a self-directed method consistent with the framework. We will pilot-test the method
upon completion of development. The lessons that are learned from delivering the method
and the comments from the community will be used to modify the framework and method as
appropriate.
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6 Appendix: OCTAVE Flowchart
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